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Abstract
With the growing adoption of cooperative smart grid trans-
portation systems, the integration of drones for data collec-
tion, monitoring, and real-time communication has become
increasingly prevalent. However, the reliance on resource-
constrained drones poses significant challenges in ensuring
the security and privacy of transmitted data without compro-
mising performance. This study investigates advancements
in lightweight cryptographic techniques tailored for securing
encrypted drone data within cooperative smart grid environ-
ments. By focusing on optimizing encryption algorithms, such
as elliptic curve cryptography (ECC), lightweight block ciphers,
and hash-based authentication schemes, this work evaluates
their performance in terms of computational efficiency, en-
ergy consumption, and resilience against adversarial threats.
Moreover, the implementation of hybrid encryption protocols
and secure key management schemes specifically designed for
drones is discussed. The results demonstrate that integrat-
ing lightweight cryptography enhances data confidentiality, in-
tegrity, and availability while maintaining the operational ef-
ficiency of drones. This study offers a pathway for address-
ing the critical security demands of next-generation smart grid
transportation systems, ensuring the scalability and interoper-
ability of encrypted drone data communication.

Keywords: block ciphers, cooperative smart grids, data en-
cryption, drones, lightweight cryptography, security, trans-
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Introduction
The emergence of cooperative smart grid transportation
systems has revolutionized the management of energy,
communication, and transportation networks. These sys-
tems leverage the interconnectedness of devices to ensure
optimal energy utilization, seamless communication, and

efficient transportation infrastructure. Within this ecosys-
tem, drones have emerged as pivotal agents, enabling di-
verse functionalities such as efficient data collection, in-
frastructure monitoring, and real-time situational aware-
ness. The integration of drones into smart grid trans-
portation introduces unique advantages, particularly in en-
hancing system resilience and reducing operational costs.
However, the inclusion of drones also presents substan-
tial challenges, particularly in ensuring secure and reliable
communication in resource-constrained environments [1],
[2].

Drones operate under significant limitations, including
restricted battery life, processing power, and storage ca-
pacity. These constraints demand innovative approaches
to ensure secure and efficient data communication. Tra-
ditional cryptographic mechanisms, while effective in pro-
viding robust security, are often unsuitable for drones due
to their high computational and energy demands. For in-
stance, computationally intensive encryption schemes can
deplete a drone’s battery rapidly, limiting its operational
capacity. Consequently, lightweight cryptographic tech-
niques have garnered significant attention as they offer
the potential to provide secure communication without
overwhelming the constrained resources of drones.

Encrypted drone data in cooperative smart grids is sus-
ceptible to a range of security threats, including eaves-
dropping, data tampering, and denial-of-service attacks
[3]. The increasing interconnectivity of drones with smart
grid nodes amplifies the complexity of securing commu-
nication channels. Beyond mere security, the framework
must exhibit scalability and interoperability to support the
dynamic and diverse nature of cooperative smart grids.
Achieving such goals requires the development of novel
cryptographic techniques that balance security, efficiency,

© 2024 Author(s). This is an open access article licensed under the Creative Commons Attribution License 4.0.
(http://creativecommons.org/licenses/by/4.0/).

http://creativecommons.org/licenses/by/4.0/


OPENSCIS: Advancing Lightweight Cryptographic Techniques for Encrypted Drone Data in Cooperative Smart Grid
Transportation, 9, 10–17, 2024

and resource optimization.
In the context of cooperative smart grid transporta-

tion, the security of drone communication is not a mere
operational concern but a fundamental requirement. For
instance, drones deployed for infrastructure monitoring or
energy distribution planning frequently transmit sensitive
data. Unauthorized access to such data could compro-
mise system integrity, disrupt services, or lead to privacy
breaches. To address these risks, it is imperative to de-
velop security mechanisms that cater to the dual require-
ments of performance and protection.

This study seeks to advance the state of the art in
lightweight cryptographic techniques tailored specifically
for encrypted drone communication within smart grid
transportation systems. By exploring optimized algo-
rithms, hybrid encryption protocols, and novel key man-
agement strategies, this research aims to bridge the
gap between theoretical cryptographic advancements and
their practical implementation in resource-constrained
environments. The contributions of this study are
twofold: first, it investigates the feasibility and efficacy of
lightweight cryptographic solutions in addressing drone-
specific challenges; second, it evaluates the potential of
these solutions to enhance the overall security posture of
cooperative smart grid systems.

To further motivate this research, consider the follow-
ing example: in a disaster response scenario, drones are
deployed to assess damage and identify critical areas for
intervention. These drones transmit high-priority data to
command centers, where swift decision-making is cru-
cial. The integrity and confidentiality of this data are
paramount; a breach could delay response efforts or com-
promise mission success. Lightweight cryptographic tech-
niques not only ensure secure data communication but
also enable drones to operate efficiently over extended pe-
riods, thereby enhancing their utility in such high-stakes
applications.

The findings of this study are expected to contribute to
the design of next-generation cryptographic frameworks
for drones in smart grid transportation, ultimately foster-
ing a more secure, efficient, and resilient infrastructure.

Lightweight Cryptographic Techniques for Encrypted
Drone Data
Lightweight cryptographic techniques are specifically de-
signed to meet the resource constraints of devices with
limited computational and energy capacities, such as
drones. These techniques aim to achieve an optimal
balance between security and performance, enabling en-
crypted communication without imposing significant over-
head. Drones, as mobile and resource-constrained de-
vices, operate in environments where communication se-
curity is paramount, particularly when integrated into sys-
tems such as cooperative smart grids. Several categories
of lightweight cryptographic methods are particularly rel-
evant to securing drone data in such applications.

Elliptic Curve Cryptography (ECC)
Elliptic curve cryptography (ECC) has emerged as a
prominent lightweight cryptographic method due to its
ability to provide high levels of security with smaller key
sizes compared to traditional methods such as RSA.
This efficiency arises from the mathematical properties
of elliptic curves, which allow for equivalent levels of
cryptographic strength at much-reduced computational
overheads. For instance, a 256-bit key in ECC offers
comparable security to a 3072-bit RSA key, a substantial
improvement in resource utilization.

The reduced key size of ECC not only decreases compu-
tational requirements but also minimizes energy consump-
tion, making it ideal for resource-constrained drones. By
employing ECC-based key exchange mechanisms, drones
can securely establish shared secrets with smart grid
nodes, ensuring the confidentiality and integrity of trans-
mitted data.

In addition, ECC supports digital signatures such as
the Elliptic Curve Digital Signature Algorithm (ECDSA),
which provides authentication and non-repudiation. This
capability is critical in drone networks, where the origin
and legitimacy of data need to be verified before
processing. The lightweight nature of ECC, combined
with its scalability, ensures its applicability in real-time
drone communication scenarios.

The practical implementation of ECC in drones requires
careful optimization of operations such as scalar multipli-
cation, which constitutes the computational bottleneck
of ECC. Advances in efficient algorithms for scalar mul-
tiplication, such as the Montgomery ladder and window-
ing techniques, further enhance the feasibility of ECC for
drones. Additionally, hardware acceleration using dedi-
cated cryptographic co-processors can be integrated into
drones to optimize ECC performance.

Lightweight Block Ciphers
Lightweight block ciphers are specifically designed to
achieve high encryption speeds while minimizing resource
utilization. Prominent examples include PRESENT,
SIMON, and SPECK, which have been extensively studied
for their suitability in resource-constrained environments.
These ciphers operate on small block sizes, use minimal
memory, and are computationally efficient, making them
ideal for securing real-time drone data.

PRESENT, for instance, is a substitution-permutation
network (SPN) cipher with a simple structure that ensures
efficient hardware implementation. Its minimalistic design
makes it highly suited for energy-constrained drones, as it
achieves robust security with minimal power consumption.
On the other hand, SIMON and SPECK offer a balanced
trade-off between simplicity and flexibility, making them
adaptable to both hardware and software platforms.

These lightweight block ciphers are particularly effective
in scenarios where drones collect and transmit data
in real-time, such as in environmental monitoring or
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Table 1: Key Characteristics of Drones in Cooperative Smart Grid Systems

Characteristic Description
Resource Con-
straints

Drones typically have limited battery life, processing power,
and storage capacity, necessitating efficient and lightweight
solutions for data communication.

Mobility Drones exhibit high mobility, enabling them to collect data
from diverse locations; however, this also increases the
complexity of maintaining secure communication.

Interconnectivity In cooperative smart grids, drones must communicate
seamlessly with other nodes, requiring interoperable and
scalable cryptographic mechanisms.

Real-Time Require-
ments

Many applications of drones demand low-latency communi-
cation, which can be hindered by computationally intensive
cryptographic techniques.

Security Threats Drones are vulnerable to various security threats, including
eavesdropping, data tampering, and denial-of-service attacks,
highlighting the need for robust encryption.

Table 2: Comparison of Lightweight Block Ciphers

Cipher Key Size
(bits)

Block Size
(bits)

Notable Features

PRESENT 80/128 64 Ultra-lightweight, designed
for RFID tags and IoT
devices

SIMON 64-256 32-128 Highly flexible, optimized
for hardware and software

SPECK 64-256 32-128 High speed, optimized for
software applications

infrastructure surveillance. Their low latency ensures
timely communication, while their robust encryption
prevents unauthorized access to sensitive data. However,
careful parameter selection, including key and block sizes,
is essential to ensure that the security level meets the
requirements of the specific application.

Hash-Based Authentication Schemes
Hash-based authentication schemes provide a lightweight
mechanism for ensuring data integrity and authenticity
in drone communication. Techniques such as the Hash-
based Message Authentication Code (HMAC) can be
employed to verify the legitimacy of transmitted data
while imposing minimal computational overhead. Hash
functions like SHA-256 and SHA-3 are commonly used in
these schemes, as they offer strong resistance to collision
and preimage attacks.

HMAC operates by combining a cryptographic hash
function with a secret key, generating a unique message
authentication code for each data packet. This mecha-
nism ensures that any tampering with the data is detected
by the receiving entity, as the computed HMAC will no
longer match the transmitted value. The lightweight na-
ture of HMAC makes it particularly suitable for drones,
which often operate under stringent power and computa-

tional constraints.
To enhance the efficiency of hash-based authentication

schemes, techniques such as precomputation of hash
values and efficient key management can be employed.
These optimizations reduce the computational burden on
drones, enabling them to authenticate large volumes of
data with minimal delays. Additionally, combining HMAC
with lightweight encryption algorithms such as PRESENT
or SIMON creates a comprehensive security framework
that ensures both confidentiality and integrity of drone
data [4], [5].

Hash-based schemes are particularly advantageous in
cooperative smart grid systems, where drones act as data
aggregators or relays. In such scenarios, the authenticity
of transmitted data directly impacts the reliability of grid
operations [6]. By employing HMAC or similar techniques,
drones can ensure that only legitimate and unaltered data
is incorporated into the grid’s decision-making processes.

Future Trends in Lightweight Cryptography
Emerging trends in lightweight cryptography focus on bal-
ancing security with the evolving needs of drone appli-
cations. Techniques such as post-quantum cryptography
(PQC) are being explored to address the potential threats
posed by quantum computers. PQC algorithms, includ-
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Table 3: Comparison of Common Hash Functions for HMAC

Hash Function Output Size
(bits)

Collision Resis-
tance

Suitability for
Drones

SHA-1 160 Weak (deprecated) Limited, due to vul-
nerability to attacks

SHA-256 256 Strong Commonly used in
lightweight security
protocols

SHA-3 Variable
(224/256/384/512)

Strong High efficiency,
suitable for modern
drone systems

ing lattice-based and hash-based schemes, are being op-
timized for resource-constrained devices to ensure their
viability for drones.

Another promising direction is the development of
lightweight cryptographic protocols that integrate with
machine learning models used in drones. These protocols
can secure the data streams used for training and
inference, ensuring the confidentiality and integrity of
autonomous decision-making processes. Furthermore,
advances in energy-efficient hardware designs, such as
the integration of cryptographic accelerators into drone
processors, are expected to enhance the adoption of
lightweight cryptographic techniques in the coming years.

Hybrid Encryption Protocols and Key Management
The integration of hybrid encryption protocols and
efficient key management strategies is crucial for ensuring
secure and scalable drone communication in cooperative
smart grids. By combining the strengths of symmetric
and asymmetric cryptographic methods, hybrid protocols
offer enhanced security and performance, making them
essential components in the robust operation of next-
generation smart grids [7], [8].

Hybrid Encryption Protocols
Hybrid encryption protocols leverage the strengths of two
complementary cryptographic approaches: symmetric en-
cryption for high-speed data processing and asymmetric
encryption for secure key exchange. This dual-pronged
methodology is especially advantageous in environments
like cooperative smart grids, where data integrity, confi-
dentiality, and real-time processing are paramount.

A typical workflow in a hybrid encryption scheme
involves using an asymmetric cryptographic method, such
as Elliptic Curve Cryptography (ECC), to establish a
shared secret key between a drone and a smart grid
node. This shared key is then utilized in a symmetric
encryption algorithm, such as the Advanced Encryption
Standard (AES) or lightweight block ciphers, to encrypt
large amounts of data efficiently. Figure ?? illustrates the
generic workflow of a hybrid encryption protocol in drone-
smart grid communication [9].

One notable advantage of hybrid encryption is its abil-

ity to balance performance and security. While symmet-
ric encryption ensures low computational overhead during
data transmission, asymmetric encryption guarantees se-
cure and scalable key distribution. This synergy addresses
the limitations of standalone cryptographic methods, such
as the computational intensity of asymmetric algorithms
and the key distribution challenges of symmetric encryp-
tion.

Furthermore, emerging hybrid protocols are designed to
accommodate resource-constrained devices like drones.
For instance, lightweight versions of symmetric ciphers,
such as PRESENT and SPECK, are tailored for envi-
ronments with limited processing power and energy re-
sources. Similarly, optimized ECC implementations en-
sure secure key exchanges without excessive computa-
tional demands, making hybrid protocols a natural fit for
drone-based smart grid operations.

Efficient Key Management
Efficient key management lies at the heart of secure drone
communication in cooperative smart grids. It encom-
passes key generation, distribution, storage, and renewal
processes, all of which must be executed with minimal
computational and communication overhead. The highly
dynamic and resource-constrained nature of drones ne-
cessitates lightweight yet robust key management mech-
anisms.

Traditional key management schemes, such as central-
ized key distribution, are often infeasible in drone networks
due to their susceptibility to single points of failure and
scalability limitations. Instead, modern approaches, such
as elliptic curve Diffie-Hellman (ECDH) key exchange
and pre-distributed key schemes, have gained prominence.
These methods offer lightweight and efficient solutions for
establishing secure communication channels.

Another promising avenue is the use of blockchain tech-
nology for decentralized key management. By leverag-
ing blockchain’s immutability and consensus mechanisms,
drones can securely register and verify cryptographic keys
without relying on centralized authorities. Blockchain-
based frameworks enhance the resilience and trustwor-
thiness of key management in drone communication net-
works, addressing concerns related to scalability and trust.
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Table 4: Comparison of Cryptographic Methods in Hybrid Protocols

Cryptographic Method Advantages Limitations
Symmetric Encryption
(e.g., AES)

High-speed data process-
ing, low computational
overhead

Key distribution chal-
lenges, less suitable for
initial key exchange

Asymmetric Encryption
(e.g., ECC)

Secure key exchange, scal-
able for multiple nodes

High computational cost
for large-scale data encryp-
tion

Hybrid Encryption (Combi-
nation)

Combines the strengths of
symmetric and asymmetric
methods

Implementation complex-
ity, requires efficient coor-
dination

Table 5 provides a comparative overview of key
management approaches relevant to drone-based smart
grids.

To further enhance key management efficiency, many
protocols incorporate periodic key renewal mechanisms.
These mechanisms prevent long-term reliance on a single
key, reducing the risks associated with key compromise.
Additionally, lightweight authentication protocols, such
as hash-based message authentication codes (HMAC),
ensure the integrity of key exchange processes without
incurring significant computational costs.

Resilience Against Adversarial Threats
The dynamic nature of cooperative smart grids exposes
encrypted drone communication to a variety of adver-
sarial threats, including eavesdropping, man-in-the-middle
attacks, and data injection. Ensuring resilience against
these threats requires a multifaceted approach that com-
bines robust cryptographic methods with advanced intru-
sion detection techniques.

Hybrid encryption protocols can be enhanced by in-
corporating quantum-resistant cryptographic algorithms.
Post-quantum cryptography, such as lattice-based and
hash-based schemes, provides long-term security against
quantum computing capabilities. These algorithms are
particularly relevant as quantum technologies continue
to evolve, potentially rendering traditional cryptographic
methods obsolete.

In addition to cryptographic resilience, anomaly-based
intrusion detection systems (IDS) play a critical role in
identifying and mitigating adversarial threats. These sys-
tems employ machine learning techniques to detect un-
usual patterns in network traffic, such as abnormal com-
munication rates or unexpected message formats. When
integrated with hybrid encryption protocols, IDS enhances
the overall security posture of drone communication net-
works.

Another emerging strategy involves the use of multi-
factor authentication (MFA) in key exchange processes.
By requiring multiple independent verification factors,
such as cryptographic tokens and biometric data, MFA
adds an additional layer of security against unauthorized
access. Combined with dynamic key management and

hybrid encryption, these measures ensure comprehensive
protection against a wide range of threats. the inte-
gration of hybrid encryption protocols and efficient key
management strategies is indispensable for securing drone
communication in cooperative smart grids. By leveraging
the strengths of symmetric and asymmetric cryptography,
adopting decentralized key management frameworks, and
incorporating advanced resilience measures, the security
and scalability of these networks can be significantly en-
hanced.

Comparative Evaluation and Performance Analysis
To evaluate the effectiveness of lightweight cryptographic
techniques and hybrid encryption protocols, a compre-
hensive comparative analysis was conducted. This study
focused on key performance indicators (KPIs), includ-
ing computational efficiency, energy consumption, secu-
rity resilience, scalability, and interoperability. The eval-
uation utilized experimental simulations in a testbed en-
vironment designed to replicate cooperative smart grid
scenarios. These scenarios included multiple drones inter-
acting with smart grid nodes to ensure that the findings
were representative of real-world deployments.

The testbed environment simulated heterogeneous
communication networks that combined various types
of drones and grid nodes. Lightweight cryptographic
algorithms, including elliptic curve cryptography (ECC),
lightweight block ciphers, and hybrid encryption methods,
were deployed and tested under varying conditions.
Metrics such as processing time, energy usage, and
resistance to specific attack vectors were systematically
recorded and analyzed. This section presents the detailed
results of the comparative evaluation.

Computational Efficiency
The computational overhead of lightweight cryptographic
algorithms plays a crucial role in determining their ap-
plicability to resource-constrained environments, such as
drones operating in a smart grid. To quantify computa-
tional efficiency, the processing time for encryption, de-
cryption, and key generation was measured across differ-
ent algorithms.

The results revealed that ECC and lightweight block ci-
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Table 5: Key Management Approaches for Drone Networks

Key Management Ap-
proach

Advantages Limitations

Elliptic Curve Diffie-
Hellman (ECDH)

Lightweight, secure
against passive attacks

Vulnerable to man-in-the-
middle attacks without au-
thentication

Pre-distributed Key
Schemes

Low computational and
communication overhead

Limited scalability, poten-
tial compromise of pre-
shared keys

Blockchain-based Decen-
tralized Key Management

High trust, resilience to
single points of failure

Resource-intensive, re-
quires additional storage
and processing power

phers consistently outperformed traditional cryptographic
algorithms, such as RSA and AES, in terms of processing
time. ECC, in particular, exhibited a significant advantage
due to its smaller key sizes and reduced computational
complexity. For example, key generation in ECC required
approximately 40% less time than RSA with equivalent
security levels. Similarly, lightweight block ciphers such
as PRESENT and Speck demonstrated processing times
that were up to 30% faster than AES-128 while maintain-
ing comparable levels of security.

Energy Consumption
Energy efficiency is critical for battery-powered drones and
other IoT devices operating in constrained environments.
This study evaluated the energy consumption of various
cryptographic algorithms during encryption, decryption,
and key exchange processes. The results emphasized the
importance of lightweight techniques in extending device
lifespans.

Simulations revealed that hash-based authentication
schemes and lightweight block ciphers exhibited lower
energy consumption compared to conventional methods.
For instance, the energy required for a single encryption
operation using PRESENT was 20% less than that of
AES-128, while Speck demonstrated a reduction of 18%.
The integration of hash-based authentication schemes
further reduced the energy overhead associated with key
exchange protocols. These reductions are particularly
beneficial in scenarios involving frequent communication
between drones and smart grid nodes.

Security Resilience
The robustness of lightweight cryptographic algorithms
against various attack vectors is a fundamental consid-
eration in their adoption. In this study, algorithms were
tested against brute force, differential cryptanalysis, and
replay attacks to evaluate their security resilience.

The findings highlighted the superior performance of
hybrid encryption protocols when combined with effi-
cient key management strategies. For instance, algo-
rithms utilizing ECC for key exchange demonstrated a
significantly reduced vulnerability to brute force attacks

due to their smaller yet equally secure key sizes. Ad-
ditionally, lightweight block ciphers such as Speck and
PRESENT showed strong resistance to differential crypt-
analysis, achieving success rates of less than 0.1% in sim-
ulated attack scenarios.

Replay attacks were effectively mitigated through
the use of hash-based authentication schemes. These
schemes employed dynamic nonce values and timestamps,
ensuring that previously captured packets could not be
reused by adversaries. This capability is essential for
secure communication in dynamic environments such as
drone networks.

Scalability and Interoperability
The scalability and interoperability of lightweight crypto-
graphic techniques were evaluated by incrementally in-
creasing the number of drones and smart grid nodes in
the testbed. The algorithms were assessed for their ability
to maintain performance and security under high network
loads.

The results demonstrated that lightweight crypto-
graphic algorithms scaled efficiently, maintaining low com-
putational overhead and energy consumption even as the
network size increased. For example, in a scenario in-
volving 100 drones and 50 smart grid nodes, the average
encryption delay for Speck and PRESENT remained be-
low 5 ms per operation. This performance was further
enhanced by the interoperability of these algorithms with
existing communication protocols, such as MQTT and
CoAP, facilitating seamless integration into smart grid in-
frastructures [10], [11].

Conclusion
This study has demonstrated the critical role of
lightweight cryptographic techniques in securing en-
crypted drone data within cooperative smart grid
transportation systems. By optimizing algorithms such
as elliptic curve cryptography (ECC), lightweight block
ciphers, and hash-based authentication schemes, and
by integrating hybrid encryption protocols and efficient
key management strategies, the proposed approaches
effectively address the dual challenges of security and
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Table 6: Comparison of Computational Efficiency Across Cryptographic Algorithms

Algorithm Key Size (bits) Processing
Time (ms)

Relative Improve-
ment (%)

RSA 2048 15.3 N/A
ECC 256 9.2 39.9
AES-128 128 4.1 N/A
Speck 128 2.9 29.3
PRESENT 80 2.8 31.7

Table 7: Energy Consumption of Cryptographic Algorithms in a Drone Testbed

Algorithm Energy Consump-
tion per Operation
(mJ)

Key Exchange En-
ergy (mJ)

Total Energy Re-
duction (%)

RSA 7.2 20.1 N/A
ECC 5.4 14.8 28.1
AES-128 3.5 9.2 N/A
Speck 2.9 7.5 18.5
PRESENT 2.8 7.3 20.7

resource constraints inherent in such systems. The
findings emphasize the importance of designing cryp-
tographic mechanisms that achieve a balance between
computational efficiency, energy consumption, and
security resilience, enabling the scalable deployment of
secure and interoperable drone communication networks
[12].

The contributions of this research extend beyond theo-
retical advancements by providing a framework for secur-
ing sensitive data in real-time drone operations within the
broader context of smart grid transportation systems. By
employing lightweight cryptographic algorithms, we have
shown how resource-constrained drones can maintain ro-
bust security without compromising performance or en-
ergy efficiency. This balance is critical for achieving the
seamless integration of drones into cooperative smart grid
networks, where timely and secure data exchange under-
pins effective system operation [13], [14].

Furthermore, the integration of hybrid encryption
schemes has demonstrated the potential to enhance
security by combining the strengths of asymmetric and
symmetric cryptographic techniques. This approach
ensures both the confidentiality of transmitted data and
the efficiency of key distribution processes. Additionally,
advanced key management strategies have been shown
to play a pivotal role in mitigating vulnerabilities related
to key compromise and unauthorized access, thereby
reinforcing the overall security posture of the system.

The findings also highlight the adaptability of
lightweight cryptographic protocols to dynamic network
conditions, such as changes in topology, varying data
loads, and evolving security threats. This adaptability is
essential for the long-term sustainability and scalability
of smart grid transportation systems that rely on hetero-
geneous and distributed drone networks. In particular,

the proposed techniques demonstrate resilience against
a range of potential attack vectors, including eavesdrop-
ping, man-in-the-middle attacks, and data tampering,
thereby ensuring the integrity and confidentiality of
critical system information.

Despite these advancements, there remain several ar-
eas for future exploration. One promising direction is
the integration of quantum-resistant cryptographic meth-
ods to address the emerging threat posed by quantum
computing. As quantum computers become more vi-
able, traditional cryptographic techniques may no longer
provide adequate security, necessitating the development
and deployment of post-quantum cryptographic solutions.
These solutions should be designed with the same empha-
sis on lightweight implementation to ensure compatibility
with resource-constrained environments.

Another avenue for future research involves leveraging
machine learning-based anomaly detection techniques
to enhance security in drone networks. By employing
artificial intelligence algorithms to identify patterns and
detect deviations indicative of malicious activities, it is
possible to augment traditional cryptographic approaches
with proactive threat mitigation capabilities. This
integration has the potential to significantly improve
the overall security framework, enabling more robust
protection against advanced and adaptive adversaries.

This study underscores the necessity of lightweight
cryptographic techniques for securing drone communica-
tion within cooperative smart grid transportation systems.
The proposed approaches not only address current chal-
lenges but also lay the groundwork for future innovations
in secure and efficient data exchange. By advancing the
state-of-the-art in lightweight cryptography and explor-
ing emerging technologies such as quantum-resistant al-
gorithms and AI-driven security mechanisms, the research
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community can continue to support the evolution of next-
generation smart grid transportation systems.
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